








How Does the
Technology Work?

Fundamentally, facial recognition technology
performs comparisons of digital photos. (Note:
Facial recognition is distinct from other types of
analytics, which include object identification and
categorization, as well as face detection and cate-

gorization, which are not designed to help identify

an individual.) Each photo is converted to a unique
numerical value {called a faceprint or template)
based on measurements of facial features and
associated with an identity in a database. Compar-
ison images are captured either by taking photos |
or extracting them from video. These photos are

- similarly converted to humerical values, then
compared usinhg an algorithm. This process results
in a similarity score based on the probability that
the photos are of the same person.

Facial recognition has two distinctly different .
configurations that are further adapted and tuned
for various purposes in different scenarios.

« Authentication/Verification helps verify a -

person is who they claim to be. -

In this case, the system checks a submitted
photo against an existing template to verify
that it is the same person, hence the term
one-to-one {or 1:1) matching. Performance is
measured by the verification rate — the rate at
which the system successfully verifies that a
pair of images are of the same person based
on the S|mllarlty score.

The primary benefit of this configuration is .
providing an additional factor for authenticating
an individual and greater assurance that an
individual is who they are claiming to be. This
configuration is applicable to banking, elec-
tronic payment, personal electronic device
unlocking, employee time and attendance,
secure building or door access for employees
and guests, air traveler entry-exit and other
border crossing systems, passports; preventing
identity theft and fraud and other uses.

» ldentification/Discovery - helps determine
who a person is. 7
In this case, the system compares a photo of an

unknown person to'a set of existing templates
in a data set that can range from large databases
to a small watchlist. This is called one to many
{or 1:N) matching. Searches of the data set using
an algorithm return a candidate photo or group-
of candidate photos based on-the similarity
score. If there are no close potential matches,
none are returned. Performance is measured

by the accuracy rate - the rate at which the
matching image is returned as a candidate - or,
conversely, the failure rate — the rate at which a
matching image is not returned despite being in
the data set.

The primary benefit of this configuration is that
it automates the initial step of sifting through
large numbers of photos, where it is more
efficient, objective and accurate than human
analysts performing this same initial step manu-
ally prior to reviewing potential matches.

Because there are so many uses of facial recog-
nition technology, accuracy thresholds are highly’
configurable and set based on the specific use
case and needs of the user - for example, by

" returning results above a 90% similarity score.

There are legitimate reasons why a user would
need to set a lower accuracy threshold to return
more candidates for human review. Having a
low-quality comparison irnage or one in which
expressions or various other factors can affect the
threshold means the matching photo could have

a lower similarity score than other comparison
images in a data set. A lower threshold would also
be helpful, for example, in searching for someone

. who went missing as a child and would be much

older in current photos.

It is critical to understand that for identification/
discovery, "false positive” results are inevitable
due to the simple fact that similarity scores are
based on probability. Developers have configured
systems to continuously learn and improve, so
the prevalence of false positives:can be reduced
over time. Unlike with a medical test, for example,
the fact that a system may frequently return false
positive match candidates doesn't mean facial
recognition technology is flawed; it does, however,
highlight the importance of setting the appropriate
similarity thresholdfor a given use — the right tool
for the right job — and the necessity of human

review and confirmation where match determina-

tions could have significant implications, such as in
law enforcement investigations.

Face Facts: Dispelling Common Myths Associated With Facial Recognition Technology































